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1. adna filamaw Wi-Fi network uu System trey &diams
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2. aan Open Network and Sharing Center

8 Network and Internet settings

NG 63 O

USER
Local Account

Find a setting

2.1

Network & internet

Ethernet
Connected
System
Bluetooth & devices Ethernet

Authentication, IP and DNS settings, metered network
Network & intemet

VPN
Add, connect, manage

Personalization

Apps

Proxy
Accounts Proxy server for Wi-Fi and Ethernet connections
Time & language

Dial-up

Gaming Set up a dial-up intemet connection

Accessibil
“ 17 Advanced network settings

. View all network adapters, network
Privacy & security

> Windows Update

Network & internet > Advanced network settings

Network adapters

Find a setting

System

Bluetooth & devices

2.3

Network & internet
More settings
Personalization
% Apps Data usage
Accounts

Time & Eespanme Hardware and connection properties

Gaming
bilty
curity

Related settings
Windows Update

More network adapter options
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Network adapters

;? Ethernet

Network | Intel(R) Ethernet Connectio

;? VirtualBox Host-Only Network

VirtualBox Hi themet Adapter

Ethernet
Network

More settings 7 Intel(R) Ethernet Connection (2) I..

Data usage

Hardware and connection properties

Network reset
Reset all network adapters to factory settings

f@] Ease of Access Center File Explorer Options
O), Indexing Options [ Internet Options
2 I g Op = ptiof

KA Network and Sharing

«» Mouse LY
=2 N Center
P! Programs and Features @ Recovery
*‘7 Security and Maintenance ) Sound
~ S
[ ync Center System
@2 User Accounts ﬂ Windows NETE
- Firewall



Oem
ระบบเครือข่ายไร้สาย (Wireless LAN)


3. 1619 Network and Sharing Center a:ﬂ‘mnm‘iuum

1aan Set up a new connection or network

B Network and Sharing Center

trol Panel ltems » Network and Sharing Center

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Change advanced sharing Network Access type: Internet
settings Public network Connections: [l Ethernet

w

Media streaming options

Unidentified network Access type: Mo network access
Public network Connections: [ VirtualBox Host-Only Metwork

w

Change your networking settings

eﬁ;- Set up a new connection or network

Set up a broadband, dial-up, or VPM connection; or set up a router or access point.

(=} Troubleshoot problems

Diagnese and repair network problems, or get troubleshooting information.

See also
Internet Options

Windows Defender Firewall

4. wiin6ing Set up a Connection or Network
1aan Manually connect to a wireless network

niuAan Next

“:E Set Up a Connection or Metwork

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

Set up a new router or access point.

lanually connect to a wireless network
Connect to a hidden network or create a new wireless profile

EE. Set up a new network
=]

Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

?

Mext Cancel
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5. wi1ene Manually connect to a wireless network lsigasneaii

Network name: KMUTT-Secure (szyaasnusfind luaj uazinviian Iidaiou)
Security type: WPA2-Enterprise

Encryption type: AES

NNUUAAN Next

<« ‘? Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: | KMUTT-Secure |

Security type: ‘ WPA2-Enterprise v |

Encryption type: AES v

Security Key: Hide characters

[ Start this connection automatically

[[] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

G

6.1aan Change connection settings

‘? Manually connect to a wireless network

Successfully added KMUTT-Secure

— Change connection settings
Open the connection properties so that | can change the settings.
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7. danufin Security WasisaunisasAeail
Security type: WPA2-Enterprise

Encryption type: AES

i Choose a network authentication method: Microsoft: Protected EAP (PEAP)

KMUTT-Secure Wireless Network Properties X
Connection
Security type: |WPA2-Enterprise v|
Encryption type: IAES v l

Microsoft: Protected EAP (PEAP)

Choose a network authentication method:

v Settings

time I'm logged on

Advanced settings

[“1Remember my credentials for this connection each

o ] one

7.1 a@n Settings wiinsing Protected EAP properties

wlsng) me%‘mﬁmﬂgnnﬁ'] verify the server’s ientity by validating the certificate aan

Iniuadn OK

KMUTT-Secure Wireless Network Properties X

Connection  Security

Security type: »WPAZ-Enberprise M ‘

Encryption type: VAES v ‘

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v|| settings |

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ox ]| cancel

Protected EAP Properties X

When connecting:

I|:| Verify the server's identity by validating the certificate l

Connect to these servers (examples:srv1;srv2;.*\.srv3\.com):

Trusted Root Certification Authorities:

(M) Baltimore CyberTrust Root P

[ class 3 Public Primary Certification Authority

[] pigiCert High Assurance EV Root CA

[ Equifax Secure Certificate Authority

[[] GeoTrust Global CA

[[] GTE CyberTrust Global Root

[] Microsoft Root Authority v
< >

Notifications before connecting:

Tell user if the server’s identity can't be verified v

Select Authentication Method:
‘Secured password (EAP-MSCHAP v2)

Vl [ Configure... ‘

[M1Enable Fast Reconnect
[C]Disconnect if server does not present cryptobinding TLV
[[]Enable Identity Privacy

e




7.2 man Advanced settings

ufiu 802.1X Settings

na3aenanagnuiia Specify authentication mode:

1@an User authentication
Aan Save credentials
7.2.1 nii@s Windows Security

321 username uaz Password

Username: username.xxx (Zag 14 121 username.sur #5a 5xxxxxxx fia451 1ianLau)

Password: ¥*#x¥* (syigpinug 1991 daesey Tvgneas)

anuuAdn OK

KMUTT-Secure Wireless Network Properties

Connection Security

Security type: WPA2-Enterprise

Encryption type: AES

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) v

time I'm logged on

Advanced settings

Remember my credentials for this connection each

Settings

Cancel

Advanced settings

802.1X settings 802,11 settings

Spedfy authentication mode:

I Save credentials I

User authentication v

Delete credentials for all users

[JEnable single sign on for this net| ‘Vindows Security

Perform immediately before u

Save credentials

Perform immediately after us:

low additional dialogs to be
on

This network use
and user authen

| username.sur

R

Saving your credentials allows your computer to connect to the netwo
when you're not logged on (for example, to download updates).

Cance

Cancel

Adn OK NinNe LWaUuiinn1961961

8. aandna ilanau Wi-Fi network v System trey

adn KMUTT-Secure annuitdaan Connect

=

Available KMUTTVPN

Night light

ccessibility
Mute

ENG

Airplane mode

Focus assist

Keyboard layout

B
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€ WiFi

“ = w  KMUTT-Secure
Secured

[ ] Connect automatically

KMUTT-Wik

’-':-h eduroam

A ais_homewifi

Maore Wi-Fi settings
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1. adndne filamau Wi-Fi network uu System trey

2. @579au KMUTT-Secure #1371 Conected 1/51n4)

¢ WiFi

KMUTT-Secure
Connected, secured

Disconnect

’f':.h eduroam

’f:‘h KMUTT-WiFi

-f A08-510

More Wi-Fi settings
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1. AAN2777 Start LuyAINE1NEI8Hp2B99D

2. 1@an Command Prompt

Computer Management
Windows Terminal

Windows Terminal (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

Desktop ~ Start

Er
Fr




3. finnAnds netsh wlan show profilesﬁ User Profiles ﬁ)t‘ﬂi’]ﬂg%ﬂ KMUTT-Secure

BY Windows PowerShell

@ Windows Terminal can be set as the default terminal application in your settings. Open Settings

wWindows Powershell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\USER>|netsh wlan show Profiles
Profiles on interface Wi-Fi
Group policy profiles (read only)
<None>

User profiles

All User Profile : KMUTT-Secure

PS C:\Users\USER>
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1. AAN2717 Start Luyeua1Ngainene9a
2.1d@an Command Prompt

Computer Management
Windows Terminal

Windows Terminal (Admin)

Task Manager
Settings

File Explorer
Search

Run

Shut down or sign out

Desktop  Start

3. finiAnda netsh wlan show profiles iiansiaaau TusIWg KMUTT-Secure
4, Auvi@anaa netsh wlan delete profile KMUTT-Secure Lilaaun1sadan

BY Windows PowerShell
@ Windows Terminal can be set as the default terminal application in your settings. Open Settings

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\USER>|netsh wlan show Profiles

Profiles on interface Wi-Fi:

All User Profile : KMUTT-Secure

PS C:\Users\USER> |






